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1. Introduction

In July 2016 at the Warsaw summit, NATO recognised a new domain of operations:
cyberspace. In doing so, NATO sought to ‘improve its ability to protect and conduct
operations across all the domains and maintain its freedom of action and decision’, as stated
in the Warsaw Summit Communique (2016). However, such a strategically significant step
may bring with it a variety of unanticipated outcomes.

The development of cyberspace, with its threats and opportunities, has been extremely fast.
The policy sector has been desperately trying to keep up while an entirely new domain was
swiftly establishing itself without any major non-technological academic debate whirling in
its background. As a result, from the strategic perspective we can see many uncharted and
unconsidered areas in the cyber domain that may result in unwelcome outcomes as NATO
moves further forward in defence development.

The main goal of this paper is to map the non-technological challenges that stem from
recognising cyberspace as a domain of operations, to shed a light on the uncertainties that
surround its recent development, and to make a few recommendations based on the
arguments that will be made along the way.

To do so in a simple and explorative manner that will give us space for broader debate, the
paper will follow the framework of a SWOT analysis, while omitting the final SWOT matrix
and exchanging it for a summarising conclusion and set of recommendations based on
previous analysis. SWOT is a method based on analysing multiple internal and external factors,
establishing the main strengths, weaknesses, opportunities and threats in the strategic
process. A selected approach is used for evaluation, and for the foundation and design of
strategies and policies. (Verboncu and Condurache 2016).

This paper will apply the SWOT framework to the possible effects of cyberspace becoming a
domain of operations. Through the subsequent analysis, we will be approaching the answer
to a complex question: What is the possible future effect on NATO of recognising cyberspace
as a domain of operations? However, since it is not possible to answer such a question
succinctly and with certainty, the main product of this paper will thus not be a simple one-
line answer, but a set of arguments made along the way while considering the question. The
role of the arguments will be not only to unveil possible directions for NATO in the cyber
domain, but also to challenge current paradigmatic views on cyberspace and prompt a
debate on the non-technological aspects of the new domain.

2. SWOT - Strengths

2.1 Enhanced cooperation

Giving cyberspace the status of a domain encompasses a strong integrative element, on
several levels. First, it embeds cyberspace deeply into the military ethos. Amplifying the
interconnection between military and “cyber’, while giving cyberspace more approachable
facade of a "domain of operations’, might positively effect governments perception of the
area. Although strengthening the Alliance is desirable in all domains, calls for stronger defence
measures in cyberspace are even louder due to presence of states which so far have not
successfully developed adequate cyber security measures. Change in the perception of



cyberspace resulting from its new label of a domain of operations might thus prompt a
change in governments’ behaviour regarding spending on cyber security and cyber defence,
particularly in member states that so far have been reluctant to take any defensive measures
in cyberspace. Therefore, we might witness increased development of cyber capabilities
within the Alliance and allocation of larger financial and personnel resources to this area.

Second, the pathway towards the desired development of a secure cyberspace is greatly
helped by the strong discourse of cooperation that NATO has adopted alongside of
establishing the new domain. When the more developed allies help other states to increase
their defensive ability, it is possible to move more quickly towards achieving the NATO goal
of ensuring the ability to protect and conduct operations in cyberspace (and in air, space, land
and maritime where a cyber element plays an important role) to maintain our freedom of
action and decision.

The commitment to mutual help in the cyber domain, not only for NATO members but also
partners, is not an empty promise. Ukraine has received special cyber equipment from NATO
to counter the cyber attacks that the state is currently facing. (Oliphant, 2017) The Asia Pacific
Computer Emergency Response Team and the NATO Rapid Reaction Team (RRT) are
another example of existing multilateral arrangements to provide support to states that are
coping with hostile cyber operations.

Third, the new greater emphasis on development and interaction that accompanies the
establishment of the fifth domain in turm adds to strengthening mutual trust amongst NATO
members and partners, creating a fruitful environment for bolstering cooperation in
cyberspace.

2.2. Stronger emphasis on the cyber element

Article 2 of the Cyber Defence Pledge, a document signed by the Allies at Warsaw Summit
2016, openly addresses the interconnectedness that calls for cooperation in the protection of
NATO's networks, and assurance of its operations. The latter is especially important.
Cyberspace is not just a realm on its own, it is also an element partially present in all the
physical domains of operations. It underlies nearly all the physical means of warfare, and its
presence within is increasing. Therefore, although we might worry about a ‘cyber war’, what
is really coming is the age of ‘cybered warfare'! that is, warfare in all domains underpinned
by extensive operations of cyber nature (Dombrowski and Demchak, 2014).

Cyber capabilities provide a great potential when it comes to operations. They represent a
more moderate alternative to physical measures such as the use of ballistic missiles or drone
strikes. Their generally less destructive nature makes cyber capabilities a healthy choice for
an Alliance like NATO that abides by international law.

Establishing cyberspace as a domain means acknowledging the importance of securing the
cyber element that is present in warfare today, and it also gives the Alliance the chance to

L A term developed by Dombrowski and Demchak (2014). In their paper Cyber War, Cybered Conflic, and the
Maritime Domain, the authors oppose the term ‘cyber warfare” and insist that no such thing as conflict limited to
cyberspace will occur, and the whole concept only distorts our perception of cyberspace. They call for an
embrace of the true domain-underlying nature of cyberspace and to reflect this nature through using correct
terminology. Thus, they propose to replace the limiting term ‘cyber warfare’ with a broader, domain-cutting
term ‘cybered warfare’.
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embrace the full potential of the cyber domain, for example through development of new
cyber capabilities. By formally approaching cyberspace as a domain, the Alliance will be better
able to coordinate development in peacetime and to prepare and cooperate during
operations.

Making cyberspace a domain is also an important signal for particular members of the
Alliance. That is not to underestimate the role that the cyber element plays in national security
and during operations, as there are still voices that diminish cyberspace’s validity in both state
security and mission assurance, or emptily acknowledge its importance without taking any
actual steps towards its protection.

2.3.  Stronger deterrence

Making cyberspace a domain is not just a message for NATO's members and partners, it is
also a signal to NATO's possible adversaries. It implies that, if necessary, the Alliance is willing
and prepared to defend itself on all fronts, cyberspace included. This message therefore
carries a significant deterrent potential. NATO's open commitment to invoke Article 5 in
response to a severe cyber-attack, and commitment to continuous improvement of the
Alliance’'s defence ability, further strengthen the deterrent message. (Wales Summit
Declaration 2014, Article 72)

During my research, [ have quite often came across a shared apprehension: Will the Alliance's
effort to strengthen its capabilities in cyberspace create tension or even security dilemma? In
my opinion, such scenario is unlikely. Developing cyber capabilities does not change the
defensive mandate of NATO in any way. Such efforts are no different from development of
any other type of military capabilities. The Alliance, as well as other states, creates a new
range of capabilities in a newly developed domain, in order to continue fulfilling its goal to
protect its members.

If the Alliance ignored the increasing importance of the cyber element in warfare and thus
left cyberspace unprotected, the Alliance’s defensive potential would not stay the same — it
would diminish significantly over time. A weakening of the Alliance would subsequently
cause a range of unpleasant political consequences, including a lower deterrent potential of
NATO as a whole. To maintain the status quo, NATO must act on the need for development
of capabilities in cyberspace.

Simply put, NATO needs to close the cyberspace fissure that was opening up in its defensive
bulwark. The decision to establish cyberspace as a new domain of operations was in line with
this need, although it cannot stop there.

3. SWOT — Weaknesses

Although elevating cyberspace to a domain of operations has its positives, their influence is
being diminished by weaknesses in NATO's current approach to the domain. This paper has
identified four such weaknesses.

3.1 Lack of trust and unity

One of the major problems NATO is facing today is a sense of distrust amongst its members
that results in disunity of the Alliance. Such disunity in turn creates further distrust. This vicious
circle has several negative effects that are presented below.

5



311 Collective defence

One of the mistrust-related problems is the question of Article 5, which is inherent to all the
physical domains and was inherited by cyberspace. It is the broad question of trust in the
willingness of NATO members and partners to stand up for one another's defence. Article 72
of the Wales Summit Declaration, a document in which NATO first defined its cyber policy in
2014, concludes that a cyber attack might lead to the invocation of Article 5, but any decision
shall be made on case-by-case basis. This statement was further confirmed by NATO officials
at the 2017 International Conference on Cyber Conflict (CyCon) in Estonia (Defense News,
2017). The Tallinn Manual 2.0 also works with the possibility of collective defence triggered
by cyber attack; Rules 74 and 75 govern the process and set its limits within intermational law.
However, one question still remains unanswered: what attributes must a cyber attack have
in order to trigger collective defence?

For now, the threshold for collective defence is defined by each NATO member separately.
That means there are 29 different red lines, which is another example of disunity within the
Alliance that might result in complications as soon as one or more members are hit by a
major cyber attack. In that moment, the targeted country or countries would face the
challenge of persuading allies that the scale and effects of a cyber attack were grave enough
to trigger Article 5. Not only would collective defence have to be discussed; there would need
to be discussion about the very right of self-defence against the presumed attacker under the
UN Charter.

Some authors propose to solve this problem by unifying the threshold. For example, Cathrine
Lotrionte of Georgetown University argues: ‘Most attacks in cyberspace use no force. We
would need to have a legal threshold for such threat situations,” (Defense News, 2017). Yet,
acting on such a proposal for a collective definition of ‘the red line’, if only amongst NATO
members, would be complicated.

As Clare Lain from NATO CCD COE argues, defining one common threshold for all the 29
states could be a strategic mistake. It would strip the member governments of the right to
define their own threshold of unacceptable behaviour. Although a possible consensus could
be discussed at a NATO level, it is highly unlikely that it would be reached unanimously.
Second, reaching such a consensus could have negative political consequences. Defining an
official threshold might result in legitimisation of all other attacks which do not cross that
threshold, and even unwittingly prompt such behaviour. Therefore, in the case of Article 5,
the disunity seems inherent and unresolvable.

The question of willingness to respond collectively to an attack on a member state is core for
all the physical domains. However, in cyberspace it seems particularly problematic because
of the nature of cyber attacks, as they usually do not cause any harm in the physical world.
Therefore, although they might have serious consequences of a cyber nature, their severity
might not be apparent. As Michael Tumer (2013) from the University of Cambridge puts it:

The difference is that the direct effects of the attacks don't result in explosions
and loud noises, instead they subtly affect devices connected to cyberspace, and
SO it's easy to be fooled into thinking that cyber attacks are not violent.’

This characteristic of cyber attacks makes them less approachable for decision-makers and

political actors in general, causing NATO members to be less willing to respond collectively,
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if at all, to a cyber attack. This uncertainty and insufficient comprehension in tum creates
doubts about other allies’ willingness to invoke collective defence following a cyber attack,
which further strengthens the trust gap between members in the fifth domain and contributes
to further division of the Alliance.

3.1.2. Secretive environment

Another problem stermming from the lack of trust and unity is the level of overall secrecy
amongst NATO members regarding various aspects of cyber operations. Although NATO has
declared a whole new domain of operations, there is a little willingness to clarify how the
actual operations will be carried out. Retired US General Michael Hayden addressed the issue
of ‘over-classification’ in the US Army as follows:

‘American industry hides the ball from one another and from the public for
fiduciary reasons, and the American government hides the same ball because of
the hideous over-classification of cyber-related information’ (Takala, 2015).

Such secrecy of individual allies subsequently spreads up to transnational level and into
NATO.

Due to unwillingness to share cyber-related knowledge in general, and particularly about the
development and use of various cyber capabilities during operations, the defensive and
operational potential of NATO is being diminished. This problem is further amplified by the
fact that the cyber domain underlies all the physical domains and the presence of the cyber
element in physical warfare will only increase over time. The excessive secrecy thus threatens
to negatively influence the military operations in all other four domains as well.

The impact of the mutual distrust on the creation of the secrecy issue is substantial. Sharing
one's knowledge about certain elements of cyber defence typically means sharing
information on one's own vulnerabilities. States may be worried that any information shared
might be exploited by other nations for espionage or other malign purposes. Besides, there is
a possibility that information shared within NATO might be seized by a third party, as not all
NATO members possess the cyber equipment necessary for protecting sensitive information.

3.2. The attribution problem

Reactive possibilities in the new domain are further hindered by the ‘attribution problem’ —
the complicated and uncertain attribution of attacks to the respective attackers in cyberspace.
Most high-level attackers are more than capable of hiding their origins, and even with
advanced forensic techniques it is often impossible to identify the attacker with certainty.
Even when tracking the attack to the country of its origin, it can be impossible to prove
conclusively whether a certain group of hackers was acting under the government's
command or on their own account. (Farrell, 2014)

The problematic practice of attack attribution speaks for itself. It took less than 24 hours for a
prominent cybersecurity expert to cast a doubt on claims by unnamed US officials that China
was behind the breach of OPM's networks in 2015. (Segal, 2015; Knake, 2015; Davis, 2015)
Official accounts of Pyongyang's role in the Sony attack played out similarly, with news
outlets featuring competing expert accounts of responsibility and a line-up of suspects that
included North Koreans, Russians, hacktivists, cyber criminals, and disgruntled employees.
(Segal, 2015; PBS, 2014)



Even when identifying the attackers, a legal dimension of attribution enters the frame. Can
the actions of a hacker be attributed to a nation-state as a matter of law? Answering this
gquestion presents a major legal hurdle if the attack is launched by an ostensibly non-state
hacker with murky ties to an adversary government (Segal, 2015). The burden of attributing
the actions of non-state hackers to a state would be substantial.

Unfortunately, the attribution problem has serious consequences for the allies’ ability to
respond to an attack. Even if there is a solid amount of evidence to identify the attacker, since
the proof is inherently fallible, the legitimacy of any potential response in insufficient. As the
suspected attacking country will most likely deny carrying out the attack, the question of
responsibility for such action will shift from forensic analysis to a political game. Under such
pressure and with limited legitimacy of the accusation, the affected state (or the Alliance) will
be much less likely to respond. Thus, the attribution problem reduces the likelihood of a
response, what makes the cyber domain a soft spot in the Alliance’s defence.

3.3. Capability gap

‘Our interconnectedness means that we are only as strong as our weakest link." — NATO
Cyber Defence Pledge 2016, Article 2

There are differences in the abilities of NATO members to defend themselves in cyberspace
and to provide cyber mission assurance for the Alliance. Although there are, and always will
be, differences in general military competence caused by varied economic strength or
political will, the current low level of cyber literacy and lack of ambition to raise it is a common
phenomenon for a number of NATO members. Due to the interconnectedness of the
Alllance, the capability gap represents not just a threat to allies, but a threat to the cyber
defence of NATO as a whole. This setup leaves NATO's new domain protractedly semi-
protected, while it is simultaneously facing the fast-paced development of cyber threats. The
inability of certain allies to secure their cyberspace might thus draw in potential adversaries.

Moreover, the capability gap strengthens the above-mentioned environment of secrecy. A
state that cannot be trusted to protect information is much less likely to receive such
information. In a broader sense, it means that the capability gap reinforces the dysfunctional
environment of distrust and discord.

3.4 Insufficient non-technological comprehension of cyberspace

There is a fourth weakness to the cyber domain that so far has remained largely unaddressed
by the strategic community. It is the relative gap in non-technological knowledge of the new
domain. The lack of theory and non-tech concepts results in harmful ambiguity in the political
cyber security debate within NATO.

The technological development of cyberspace is extremely fast-paced. NATO members and
their governments are trying to keep up with the ever-evolving threats posed by a great
variety of actors. The political sphere finds itself under great pressure to respond as quickly as
possible, and we have witnessed a speedy process of ‘securitisation, ie. the process of
extreme politicisation where the issue is presented as a threat that requires security measures
being taken outside the normal political procedure (Buzan et al, 1998). However, in the rush
to catch up with technological developments, the political sphere has outrun the non-
technological knowledge in the field. It might be partially because the need for securitisation
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of cyberspace is a rather uncontroversial topic, thus it has not provoked any great non-
technological debate that would have produced a deeper understanding of the area
Nevertheless, we are now left with a new and very specific domain of operations that we are
not quite able to intellectually grasp at the non-technological level.

Current vagueness, ambiguity or even inaccuracy in strategic debate about cyberspace
produces an environment of uncertainty in NATO's political sphere, which increases the
distrust amongst allies and reduces the probability that decision-makers will opt for cyber
solutions during operations.

4. SWOT — Opportunities

41. Accelerated development and use

Recognising cyberspace as a domain means a greater possibility to accelerate development
in this area. The creation of a new domain has generated momentum in the political sphere,
which NATO members can use to push for greater financial and human resources for the
area. Through subsequent accelerated development in cyberspace, NATO's defence will
become stronger, as the cyber domain underlies the physical ones.

Acknowledging cyberspace as a vital part of the military ethos is a great opportunity for NATO
to expand its arsenal of capabilities when it comes to mission assurance. Cyber capabilities
are in general less destructive than kinetic ones, thus carrying less political and financial cost.
That makes them an ideal instrument for the mission assurance purposes of NATO, an
organisation with a defensive mandate, abiding by the norms of intermational law.

The full potential of cyber capabilities during operations has not yet been fulfilled, as there is
a natural drift towards the well-known kinetic options. Granting cyberspace the status of a
domain may result in an emphasis on the use of its capabilities, further exploration of their
potential for mission assurance, and subsequently a greater willingness to opt for them during
operations.

4 2. Reduction of the capability gap

If this opportunity is taken, it might also contribute to reducing the capability gap between
member states. As described in Section 2, recognising cyberspace as a domain elevates the
importance of cyberspace, outlining its relevance for the Alliance’s overall security. This might
create additional pressure on national representatives to stop taking cyber defence lightly and
start committing resources to its development. It might represent a further pressure on states
that have not put enough resources into developments in cyberspace to adopt a more pro-
active approach, and signal to the governments of the weak-link states that ignoring
developments in cyberspace is no longer an option.

Such increased emphasis should ideally meet the current cooperative discourse of the
Alliance and its willingness to help the ‘cyber under-developed' states. If the weak-link states
take up this opportunity to improve, NATO could form a strong cyber alliance of 29 cyber-
capable states, which will able to resist and effectively deal with any future threats.



43. Reduction of secrecy

Many scholars called for an open discussion about various elements of cyberspace long
before it became a domain of operations; such voices are now becoming stronger and more
numerous. Our new ability to compare cyberspace with other domains has shed a light onto
its overly secretive environment or ‘over-classification’. In cyberspace, many issues are still
taboo, and vast portions of information are still being withheld, although their equivalents in
the physical world are discussed commonly between allies. A consistent push towards
greater openness and information-sharing will hopefully reduce the level of secrecy that
currently hinders both development in the new domain and trust amongst allies.

A reduction of secrecy might also be achieved by levelling the capabilities of member states.
Anincrease in the abilities of member states to protect sensitive information from alien parties
might lead to at least slight progress in openness within the Allilance. From a broader
perspective, unifying the abilities of member states might result in increased trust within the
Alliance.

A reduction in the level of secrecy wil also further contribute to overall increased
development in the domain. Through open conversations, development of cyber capabilities,
and their use, allies will have a chance to increase their defensive potential in cyberspace.

44 Enhancement of non-technological knowledge of cyberspace

Success in all the aforementioned opportunities lies in the ability to correctly grasp the topics
on the political level, as future decisions regarding the new domain will be political. Thus, to
fully seize the opportunities, it is necessary to enhance the comprehension of cyberspace
and its various concepts and clear up the confusion that now limits the non-technological
strategic and political grasp of the new domain.

By using the new-found political interest in the topic that was created by recognising
cyberspace as a domain, NATO has an excellent opportunity to prompt a new wave of non-
technological academic debate on cyberspace and its underlying concepts. Through
enhancing non-tech knowledge of cyberspace, decision-makers and the political sphere in
general will possess a better comprehension of cyberspace that will allow them to make
more informed decisions.

Facilitated translation of technological means to political narratives could also lead towards
greater willingness of allies to opt for cyber capabilities during operations. Moreover, if NATO
manages to increase non-technological comprehension of cyberspace, the current harmful
environment of uncertainty and ambiguity will be significantly reduced.

5. SWOT = Threats

51 Loss of unity

As a first weakness, the paper has identified the lack of trust and unity within the Alliance.
Uncertainty regarding whether the allies will be willing to defend one another is common to
all the physical domains; its effect in cyberspace, however, seems to be magnified by the
current state of affairs. Although allies have declared their willingness to stand in defence of
one another even in case of cyber attack, current strategic ambiguity causes a notable
absence of viable strategy for such a case.
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While responding to a cyber attack with kinetic means might be considered too escalatory
for the majority of cases, response by cyber means cannot be considered either, as none of
the states are currently willing to talk openly about deployment of such countermeasures.
Unfortunately, none of the less intense responsive options, such as political and economic
sanctions, have been openly discussed either up to this point. That means that there are
currently no consequences for a cyber attack on a NATO member or partner.

Rising doubts might be further strengthened by the omnipresent lack of trust amongst
members when it comes to developments in cyberspace, manifested by withholding
information, particularly regarding cyber capabilities. Lewis (2015) views NATO members'’
secrecy about their capabilities as a threat, as it increases the ‘likelihood of opponents
miscalculating as they consider the risk of using force or coercion against NATO members or
interests.” Lewis argues that potential adversaries might be more likely to attack in cyberspace,
as the nature of NATO's response to the attack in this domain (and its willingness to do so) is
still a little blurry in comparison to other domains. Of course, one might argue that, following
the policy of strategic ambiguity, the same level of ambiguity might also result in adversaries
miscalculating 'the other way’, therefore being actually less likely to carry out a cyber attack
on NATO. However, this policy is risky and stability-undermining in general, while the current
lack of NATO's reaction to any attacks in cyberspace is bending the odds towards making the
secrecy more a threat than an advantage.

Regarding relations within the Alliance, the effect of secrecy is damaging. It undermines trust
between allies, hinders their ability to cooperate effectively, and distorts the unity of NATO as
a whole. Unfortunately, the existence of this harmful secrecy cannot easily be dismissed, as it
has a strong reasoning behind it. Sharing information regarding various elements of
cyberspace is potentially hazardous as it might be used for malign purposes. In the past we
have witnessed many cyber espionage scandals,® therefore states’ endeavour to conceal
vulnerabilities and capabilities is perceivable as rational. This reveals another level of mistrust
amongst allies; cyberspace makes it cheaper and easier for states to exploit or eavesdrop on
one another, and therefore contributes to mistrust within the Alliance.

Unless the mistrust within the Alliance is overcome by stronger pressure for cooperation in
cyberspace, it might result in a gradual weakening of NATO's defensive ability in this domain.
Even if such a scenario was limited only to cyberspace, weakness in this domain would
inevitably result in hindered mission assurance in general and weakened security of the allies
during peacetime, as cyberspace intersects all the physical domains. It is also possible that
increased mistrust when it comes to cyberspace would spill over to the political level and
hinder cooperation within NATO in general Such a half-dissolved Alliance would then not be
fully able to deter attacks and defend itself.

52. Lack of response to cyber attacks

The current unwillingness to respond to cyber attacks by any means — not just by kinetic or
cyber, but also political or economic — encourages the already present doubt amongst
members and partners that allies will not stand up for them in case of an attack, especially if
the attack is carried out in cyberspace. This is compounded by the attribution problem. It is
therefore possible that in future the attribution argument will stand in the way of activation

2 Such as the revelation of the US spying on Germany (2015) or Germany spying on the US (2017)
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of collective defence, or even the right to self-defence against a cyber attack under the UN
Charter. For that reason, the attribution problem has the potential to become one of the most
destabilising elements in the cyber domain.

The attribution problem prevents states from effectively responding to an attack, and the
weak spot that cyberspace it represents may attract possible adversaries. If the attribution
problem will make any response to a cyber attack impossible, cyberspace would quickly
become a domain-of-choice for adversaries to conduct offensive operations, as they will not
have to fear consequences of any kind fromm NATO. The attribution problem could thus both
contribute to the paralysis of NATO members' ability to respond to cyber attacks and
simultaneously increase their frequency.

53. Widening of the capability gap

Due to the interconnectedness of cyberspace amongst NATO allies in particular, the cyber
capability gap represents a significant threat, not just to the weaker states, but to the Alliance
as a whole. The weak-link states might suffer from sensitive data theft by foreign adversary,
or create an entry point for malware during peacetime or operations. Such states might
reasonably be perceived as an easy target by potential adversaries, thus their weakness in
cyber domain also heightens the risk of suffering from cyber attack.

NATO can close the capability gap in cyberspace. In many strategic documents, including
the Cyber Defence Pledge (2016), allies have stated their willingness to meet the obligations
of mutual support, while they cherish a discourse of cooperation. The less-capable allies have
also had the opportunity to see the authenticity of such a promise, when more-capable
NATO members provided Ukraine with some vital equipment after the cyber attack in 2017.
However, in the end it is the weak-link states themselves which have to assume responsibility
and start developing cyber measures for their (and the Alliance’s) protection. If their
govermnments will not acknowledge the problem and refuse to allocate resources to the
development of cyber security and defence, any form of help will prove futile.

NATO can only suggest, but not command. So far, the organisation struggles to get Allies to
comply with the agreed 2% budget military spending. If NATO fails to convince its members
about the importance of development in cyberspace and the need to allocate both financial
and human resources accordingly, the capability gap will deepen even further. In that case,
NATO's ability to defend and deter will gradually weaken, as the new domain will become
increasingly unguarded and exposed to new threats.

54.  Continuing non-technological incomprehension and lack of concepts

A very specific and somewhat unrecognised threat is formed by the widespread lack of
comprehension of the non-technological aspects of the cyber domain. Although the absence
of a functional non-technological theory in a technology-dominated domain might seem a
second-tier problem, in fact the inability to accurately understand various aspects of
cyberspace (such as the concepts of cyber attack, cyber warfare, deterrence or cyber
weapons) affects the language of NATO's most important strategic documents. Those
materials subsequently guide the development of new measures, allocation of financial
resources and the general direction of further development.
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By using unclear or misplaced concepts to draft these strategies, NATO itself hampers its full
potential to defend and deter, or even diminishes its operational ability (for example, through
a distorted view of the concept of cyber capabilities). The same concepts and documents are
used to draft policies, and therefore might inflict damage on the intermational position of
NATO (for example through a distorted view of the concept of deterrence). The overall
environment of uncertainty and ambiguity may make it less likely for decision-makers to
deploy cyber capabilities during operations, as they will prefer to opt for familiar’ kinetic
measures instead, although the cyber option might in certain situations deliver fewer
casualties and lower political and financial costs.

With cyberspace becoming a domain of operations, the existing conceptual gap has been
pasted over with the label of a 'domain’. Subsequently, a spill-over of concepts from the
physical domains occurred as a result of an endeavour to fill in the non-technological
intelligence gap in the cyber defence area. These adopted concepts, however, have mostly
not contributed to a clarification of the domain's workings and functions. The cyber domain
has an enormous number of specifics that simply cannot be adequately reflected by concepts
derived from the physical world. Widely used parallels, such as the comparison of cyber and
nuclear weapons, usually distort the reality of cyberspace, suppressing its specifics rather than
acknowledging them, in order to fit into the boundaries of the desired concept.

In the following section, the paper will discuss the dangers of using such ambiguous or
misplaced concepts in strategic processes by offering two practical examples — concepts of
cyber deterrence and cyber capabilities. With these cases, the paper hopes to prove the
validity of the argument that calls for enhancement of non-technological knowledge in cyber
domain area.

54.1. The concept of cyber deterrence

Deterrence is the ability to create a perception in the mind of adversaries that one has the
capacity to impose significant harm on them or to limit their possible gains, should they
undertake offensive action. It is an inherently coercive component of strategy that involves
‘the potential or actual application of force to influence the action of a voluntary agent’
(Freedman, 2004).

Deterrence seeks to dissuade the actor from pursuing violent behaviour in the first place. It
does so by altering the actor's cost-benefit assessments of the various strategic choices
available. If an actor perceives that the expected utility of a given action is outweighed by the
likely costs, they will be deterred from behaving in that fashion, thereby preserving the status
quo. (Muller and Stevens, 2017)

There are two general approaches towards deterrence: deterrence by denial and deterrence
by punishment. Deterrence by denial relies on the defender's ability to protect itself so
perfectly that it makes it impossible for the adversary to carry out a successful attack. It denies
the adversary’s desired ends, thus makes the very act of attacking useless. (Snyder, 1961)
Deterrence by denial might seem the right choice for cyberspace, when considering NATO's
defensive purpose. However, no network or system can be absolutely secure against cyber
attacks or incidents. Achieving such a high level of protection that it would deny the very
possibility to attack is thought to be impossible by many authors (Pemik, 2016; Tor, 2015;
Denning, 2015; Lewis, 2015)
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Deterrence by punishment is based on a threat of massive retaliation that would be launched
against any hypothetical adversary, should it attack. Its success is based on a credible threat
stemming from the ability to carry out such retaliation (Snyder, 1961). In cyberspace,
deterrence by punishment would be relying on NATO's response using cyber capabilities,
kinetic means, or political, economic or financial sanctions. The use of kinetic means to
respond to a cyber attack is usually viewed as an excessive escalation that NATO would
hesitate to use, thus it fails as a credible deterrent. Political, economic or financial sanctions
as a response to a cyber attack have not yet been officially articulated, and it is arguable
whether their potential impact might serve as a ‘massive’ retaliation in case of a strong cyber
attack. Literature about cyber deterrence therefore usually gravitates towards the necessity
of developing cyber capabilities that would serve as a response in case of cyber attack on
NATO members, thus deterring the adversary’'s motivation to carry out such an attack in the
first place.

However, there is a fundamental problem underlying both approaches, which stems from
our comprehension of the concept of deterrence as a whole. The US's (and subsequently
NATO's) approach to deterrence was developed in the nuclear context of the Cold War and
s absolute in nature — that is, aiming for zero acts of nuclear violence (Tor, 2015) With
deterrence by punishment, where the retaliatory act is part of the equation, the initial attack
entails the collapse of the deterrence as such, marking a shift towards coercion and the start
of a conflict. Due to this absolute nature of our current approach to the concept of deterrence,
the application of this concept in the cyber domain is inaccurate. Cyber attacks are already
omnipresent.

The problematic application of the concept leads us to similarly incompatible parallel
between nuclear weapons and cyber capabilities. Many officials of various nations (such as
former US Secretary of State John Kerry, Russian Deputy Prime Minister Dmitry Rogozin, Chief
of General Staff of the People's Liberation Army of China, General Fang Fenghui, US National
Security Advisor Brent Snowcroft, Admiral Michael Rogers of the US Cyber Command or
Director of the US National Intelligence James Clapper; for references see Cirenza 2016) have
all presented the threat posed by cyber weapons as comparable to, or in some cases greater
than, that of nuclear weapons. Same narrative is also upheld by some authors (i.e. Shackelford
2009), other ones use the analogy between cyber and nuclear warfare to derive conclusions
for strategic concepts such as deterrence (Le. Kramer 2016)

However, cyber capabilities do not have the characteristics that made nuclear weapons a
strategic deterrent. First, the ability of destruction does not reach the same level. Although it
is possible to theorize over a scenario when cyber weapons are used to hijack nuclear missiles
and carry out an attack, any major physical damage caused directly by cyber weapons has
not yet taken place. Therefore, nuclear-level destruction inflicted by cyber capabilities fails as
a credible deterrent. Second, unlike nuclear attacks, cyber attacks are omnipresent; hundreds
of attacks are being carried out on a daily basis by attackers of various backgrounds, using
cyber capabilities of various strength. It is therefore impossible to view cyber capabilities in
general as being able to deter cyber attacks in an absolute manner, either by punishment or
by denial The ubiquity of cyber attacks of various ranges and strengths makes it impossible
to fit them into one absolute concept built on an enormous destructive power such as that
of nuclear weapons.
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If NATO allies continue to approach cyber deterrence in the same way as nuclear deterrence
and decide to develop cyber capabilities with overwhelming retaliatory capacity in to deter
attacks by punishment, it would be unclear what kind of attacks those capabilities would be
responding to. NATO members are facing many attacks of different magnitude every day.
Endeavor to deter a constantly occurring phenomenon by the use of massive force is simply
not credible enough for successful deterrence by punishment.

Therefore, if NATO wishes to develop credible deterrence for cyberspace, it needs to
approach the entire concept with an acknowledgement of the specifics of the new domain.
That is, amongst others, accepting the low level of damage that cyber attacks typically inflict,
as well as the fact that cyber attacks and incidents are occurring frequently, with great variety
of strengths, caused by a great variety of actors. Therefore, this paper argues, it is necessary
to give up the absolute, nuclear-related parallel.

Uri Tor from the Interdisciplinary Centre in Herzliya, Israel, proposes an alterative approach
to cyber deterrence. Author's titled Cumulative Deterrence as a New Paradigm for Cyber
Deterrence (2015) offers an Israeli perception of deterrence, where the occasional mutual use
of force of a flexible magnitude is accepted and even viewed as necessary to maintain an
effective deterrence posture, rather than as a failure of deterrence. By occasionally clashing,
states are mutually assuring themselves of their willingness and ability to defend.

This approach is not proposed as the right answer for the NATO's question of deterrence in
the cyber domain, perhaps due to a possible clash with the defensive mandate of the Alliance.
Tor's altermative, however, can at least serve as an example that it is possible to find other,
perhaps more fitting ways of approaching the conceptual challenges of cyberspace by
looking outside the current physical domain's paradigms.

5.4.2. The concept of ‘offensive’ cyber capabilities

NATO's Strategic Concept of 2010 promises that the Alliance ‘will ensure that NATO has the
full range of capabilities necessary to deter and defend against any threat to the safety and
security of our populations’. Some scholars claim that, although NATO's mandate is defensive,
without the development of so-called offensive cyber capabilities — capabilities able to
disable, distort or destroy adversaries’ systems — the Alliance would be left in a reactive mode,
thus not being fully able to ensure both abilities listed in the strategic concept. The
development of such capabilities in cyberspace, however, represents a sensitive political
issue. Although the US is starting to open the conversation about offensive cyber operations,
particularly towards terrorists (Ackerman, 2016), questions about the use and development of
‘'offensive’ cyber capabilities still represent a taboo for many states.

NATO members and partners have been overly secretive about the development or use of
any cyber capabilities that might not serve only as a passive shield. This results in uncertainty
surrounding the topic, which has had multiple negative effects, such as an increased
likelihood of opponents miscalculating their risk of using force against NATO, undercutting
the legitimacy of NATO operations by failing to build public understanding, and seeing NATO
left open to charges of sinister plots (Lewis, 2015). A question that outside experts have posed
for a decade is: if we could have a robust discussion of nuclear strategy and capabilities, why
can't we have the same discussion about cyber capabilities? (Lewis, 2016)
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This paper argues that this secrecy might be caused, amongst other reasons, by
iIncomprehension of the very concept of ‘offensive cyber capabilities’, or ‘cyber capabilities’
in general.

Possessing capabilities with offensive potential that are intended for neutral or defensive
purposes is standard for NATO in all physical domains. Military capabilities owned by allies,
such as warships, aircrafts and ballistic missiles, are crucial for assuring NATO's ability to
defend and deter, and for mission assurance in general. The use of such capabilities in conflict
would technologically be ‘offensive’ (destroying, distorting, or disrupting tactical and strategic
targets on the opponent’s side), yet they are not primarily labelled as such. When it comes to
physical capabilities, NATO emphasises its strictly defensive mandate, which prohibits the use
of such capabilities for other than defensive purposes, peace-keeping operations, or other
activities of a peaceful nature such as transportation. The same mandate applies to the cyber
domain and its respective capabilities. It is therefore unnecessarily harmful to label cyber
capabilities in general as ‘offensive.” Words do have power and international diplomacy is
highly sensitive to them. Therefore, putting an outwardly aggressive label on a group of
capabilities might be enough to prevent NATO, a strictly defence-oriented and highly political
organisation, from discussing their existence or development.

The label ‘offensive’ is not only unnecessary, many times it is also incorrect. Just as in the
physical world various capabilities can be used to ‘do both good and evil' according to the
user's intent, the same principle applies to cyberspace. Cyber capabilities are tools, whose
nature is mostly neutral. Whether they help or harm, attack or defend, depends solely on their
use.

One example of such cyber capability is Nmap (Network Mapper), a free and open source
utility for network discovery and security auditing. However, the same piece of code is
commonly used for discovering and exploiting vulnerabilities or launching DoS attacks.
(Occupy4elles, 2016) Another example is Scapy, an interactive packet manipulation program
that can be very useful for unit tests, probing, attacks, network discovery, and much more.
One can also use Scapy to build a Man-in-the-Middle tool that will allow eavesdropping and
injection into conversations. (The Defalt, 2015) Even the most ‘evil’ tools designed purely for
breaching security are very useful for benign purposes, such as penetration testing.

Although the act of breaching security measures is ‘offensive’ in terms of aggression towards
the system regardless of the motivation behind it, we need to distinguish the use of such
labels in technological areas and in international diplomacy. Although some cyber capabilities
can be used for malign purposes, describing them as ‘offensive’ in strategic documents
mirrors a malign intent behind their use.

The misperception of cyber capabilities resulting from incorrect terminology might be one of
the reasons behind the tense and secretive environment that surrounds their development,
and the unwillingness to discuss their use during operations. NATO and individual allies
should therefore abstain from using the harmful label. Just as with the development of new
military tools in physical domains, allies should begin an open conversation about cyber tools
and dismiss any concerns by political assurance about their exclusive use within NATO's
defensive mandate, such as is being done with the development of new physical military
arsenals. The resultant transparency amongst allies and their populations shall lead towards
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lessening the stigma around cyber capabilities, diminishing secrecy and its overall negative
impact, as well as facilitating better understanding of the cyber domain as a whole.

Describing cyber capabilities as “cyber weapons” adds to a similar effect. Cyber capabilities do
not necessarily need to be used in such manner, therefore we shall refrain from labelling the
development of a certain piece of code as ‘weapon development, as its use in an offensive
manner solely depends on an intent to do so.

Another hindering approach towards cyber capabilities is the above discussed parallel that
links them with nuclear weapons. Such claims are supported by the example of Stuxnet,
which made the world aware of the potential ability of cyber capabilities to destroy physical
facilities and therefore cause extensive damage. At the same time certain cyber capabilities
might, in theory, be able to affect systems controlling the release of nuclear weapons.

This argument also leads us back to the intent of use that determines the cyber capability's
scale of effect. Unlike chemical or nuclear weapons, which can only be used in one way, a
certain cyber capability can be applied to various targets with precision and cause various
outcomes, accordingly to its use. Without targeting a nuclear facility or nuclear weapons
themselves, a cyber capability can never cause a physical impact on a nuclear scale.

Of course, certain capabilities combined with malign intent might theoretically result in
nuclear catastrophe. However, this borderline scenario is not sufficient to design an approach
to the whole concept of cyber capabilities. Physical capabilities are not classified by their most
malicious use possible — for example, ballistic missiles might be used to target a nuclear
facility, yet they are not generally approached as dirty bombs. Putting the whole concept of
cyber capabilities onto the muclear level therefore protracts the incomprehension of
cyberspace.

In order to lead open conversation about cyber capabilities, it would be necessary to
acknowledge the existence of tools with such powerful abilities and operations with intent to
cause such significant consequences. However, in order not to suffocate the entire debate
about cyber capabilities with such extreme cases, it would be important to introduce a
classification of the concept. This classification should reflect not only the potential strength
of the capability, but also its application and intent. Although it might come over as a little
vague, it still should be able to separate the most severe cases of use of cyber capabilities
from the lower-scale cyber operations that will soon dominate the battlefield.

There is an example of such categorisation hidden in the de-classified US Presidential Policy
Directive 20, which deals with the subject of US cyber operations policy. The Directive
distinguishes a category of operations that are reasonably likely to result in ‘significant
consequences’; this term meaning: ‘loss of life, significant responsive actions against the
United States, significant damage to property, serious adverse US foreign policy
consequences, or serious economic impact on the United States’. The launch of operations
likely to result in such consequences needs to be approved by the President of the United
States, while in other cyber operations the Directive does not intend to alter existing
procedures, guidelines, or authorities for cyber collection'’.

Although this paragraph deals mainly with cyber espionage operations, the underlying
message can be transferred to other types of operations as well. If NATO introduces a
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differentiated concept of cyber capabilities, it might liberate the inter-ally debate about their
development. Although there will probably still be a blanket of secrecy overlaying certain
vulnerabilities and powerful advance persistent threats (APTs) designed for their exploitation,
the stigma might be taken away from cyber capabilities as a general concept, thus partially
freeing a discussion about the topic. It will enable allies to effectively address the development
and use of cyber elements in warfare.

There is one more argument being made behind the asserted parallel between nuclear and
cyber capabilities: the element of uncertainty when it comes to the impact of cyber
capabilities in cyberspace as an interconnected realm, which might result in unforeseen
consequences. Such uncertainty is sometimes said to ascribe potentially significant
consequences to all cyber capabilities. As Markus Kont from CCD COE puts it, modem IT
systems are highly complex, can be interconnected to an unforeseeable degree, and are built
on long chains of dependencies. Thus, breaking one component can indeed have
unforeseeable consequences. However, cyber operations on a state or international level
incorporate vast assurance processes before the use of cyber capabilities is even considered
— aprocess called ‘cyber damage assessment’ that is able to predict the operation outcomes
to a high degree (Denning, 2015). It is, of course, not possible to assure the outcome of a
cyber operation with absolute certainty; but ‘absolute certainty’ is not present when it comes
to the use of any coercive measures, regardless of their physical, cyber, political or economic
nature.

Before any cyber operation is conducted, states determine its effect and the level of force
that it will represent. They are also responsible for predicting whether or not those effects will
rise to the level of force in traditional military domains; the Tallinn Manual 2.0 provides
guidance for such assessment (Denning, 2015; Schmitt, 2015). If it was truly impossible for
states to assess the effects of a cyber attack to a sufficient degree, we could not have sought
to conduct such assessment, or even have banned certain targets of cyber capabilities (as the
Tallinn Manual 2.0 does); we would have ban all the cyber capabilities at once.

Viewing the concept of cyber capabilities through an absolute and somewhat fatalist optics
of nuclear weapons is incorrect on many levels, and distorts comprehension of the concept.
This results in multiple threats to NATO. First, combining incomprehension of the nature of
cyber capabilities with negative connotations of the nuclear’ area might generate further
unwillingness to debate their use, and unwillingness to opt for cyber solutions during
operations, although they might be more efficient. Second, the unwillingness to deploy cyber
capabilities will subsequently translate into lowered deterrence potential in cyberspace, if
there is any at the moment.

6. Conclusion and recommendations

6.1. Conclusion

This paper presents an analysis of cyberspace as a domain of operations through the
framework of a SWOT analysis. In this section, [ will summarise the arguments stemming
from the respective parts, which all combine to address the possible future impact on NATO
of recognising cyberspace as a domain of operations.
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The paper has identified three strengths stemming from cyberspace’s position as a domain
of operations: strengthened cooperation in cyberspace and its deeper embodiment into
military ethos; newfound emphasis on the importance of cyberspace as a realm of warfare
together with discourse of mutual help in development; and a possible increase of the
Alliance’s overall deterrence and a strong message to adversaries that NATO is prepared for
the warfare of the future.

Second, the paper presented the current weaknesses of the new domain. These are: the
current lack of trust and unity within the Allilance; unresponsiveness to cyber attacks; the
attribution problem; the capability gap between NATO members; and relative
incomprehension of cyberspace and its concepts from a non-technological point of view.

Making cyberspace a domain of operations has also resulted in multitude of opportunities.
With its new-found focus on cyberspace, NATO has a chance to accelerate development in
the area and expand its range of capabilities needed for mission assurance. Through increased
pressure to do so, NATO can further motivate less cyber-capable states into strengthening
their cyber defence and building their cyber capacities. In turn, the Alliance might strengthen
as a whole, and its deterrent potential might increase. It is also possible that narrowing the
capability gap might contribute to reducing the secrecy amongst allies that has resulted from
a recent inability of certain states to handle sensitive information. Establishing cyberspace as
a domain might represent an incentive for a non-technological debate on cyberspace and its
concepts.

However, the future development in the new domain might not necessarily be positive.
NATO is facing four major threats in cyberspace. First is a possible slow decay of the Alliance
due to increase in mutual mistrust amongst NATO members. Such a development could be
triggered by inability or unwillingness to respond to cyber-attacks, and further protracted by
the overall atmosphere of secrecy regarding development of cyber capabilities. These
substantial problems subsequently translate into lack of unity in NATO and thus threaten to
make it significantly weaker. The second threat represents the problematic attribution of
cyber attacks and allies’ unwillingness to respond to them, which potentially makes
cyberspace a domain of choice for attackers. Third, future weakening of the Alliance might
be caused by further widening of the capability gap, if NATO fails to ensure its closure. Having
numerous ‘weak-link’ states in the Alliance will pose a significant security threat to NATO due
to its interconnectedness, and might also halt future operations. The fourth threat stems from
a possibly unforeseen problem: incomprehension of certain concepts from the non-
technological perspective on cyberspace. As shown in theory and practical examples,
mishandling important concepts results in strategic inaccuracy and confusion which, if
translated into strategic documents, might subsequently cause NATO not to fulfil its defensive
potential in cyberspace.

6.2. Recommendations
To fully take advantage of the opportunities and avoid the threats, the paper presents several
recommendations.

NATO should embrace the strengths of elevating cyberspace onto the level of a domain of
operations. It should use the now enlarged space for cooperation to enhance development
in cyberspace. This development should be directed primarily towards the states which
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possess lesser cyber abilities; to help them with development in cyberspace, NATO might
consider developing a framework of procedures on how to develop a viable cyber defence.
Outlining the process step by step will make it easier for states to secure their (and the
Alliance’s) cyberspace. Accelerating cyber development in the less capable states will be a
direct contribution to strengthening NATO's cyberspace as a whole.

However, if member states themselves are not willing to allocate resources to cyberspace,
development in the area will stall. NATO should therefore consider a further political push on
cyberspace development by establishing a minimum spending on cyber within the 2% GDP
military spending threshold. Although the spending requirements are not mandatory and thus
are not an absolute guarantee of finance allocation to cyber, such a threshold might at least
facilitate political debate over spending on cyber at governmental level within the member
states.

NATO should also continue the political pressure for cyber development through the power
of political discourse. It is essential for the Alliance to continuously increase its level of
preparedness in cyberspace, thus it is vital to continue reminding national decision-makers
of the necessity of doing so.

These three recommendations — introducing a development framework, establishing a cyber
spending target, and continuing political pressure for development — might help to achieve
the reduction of the cyber capability gap and thus strengthen the Alliance as a whole. The
paper also presumes that, through creating a more equal cyber security environment within
the Alliance, allies themselves will be less prone to secrecy due to reduced potential for
mishandling the information. A further push from scholars on lessening the secrecy would
be also vital for this cause. The resulting openness and subsequent enhanced cooperation
would also contribute to diminishing the threat to the Alliance’s unity and mutual trust.

NATO should also use the cyber domain's momentum to take the opportunity to overcome
the lack of theory and concepts within non-technological knowledge about the field. It is
necessary for NATO researchers to address this weakness and approach cyberspace with
both a fresh and a critical eye. It is essential to consider all the specifics of the new domain.
Hopefully, we will witness an entirely new wave of non-technological academic debate on
cyberspace, resulting in an enhanced non-technological comprehension of cyberspace that
will subsequently allow decision-makers and the political sphere in general to grasp the
concepts much better and hence make more informed decisions.

Profound understanding of the cyber domain should also facilitate an open discussion about
cyberspace, its capabilities and their development; a target that NATO should also strive to
reach. Reduction of secrecy will enable allies to build their defence collectively and thus
strengthen the entire Alliance. As outlined in the paper, some of the reasons behind the
secrecy result from an incorrect grasp of the concepts; therefore, they can be dealt with by
further research and debate.

Lifting the stigma from cyber capabilities, combined with a greater understanding of the entire
concept, will also result in higher likelihood of their use during operations. NATO should
follow this trend, as cyber capabilities promise to be a less destructive and less costly
alternative to physical military means. Exploring the full potential of their use during
operations should be a high priority for NATO. However, such a process can only work if the
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Alliance - and individual allies —give up their obstructive, overly-secretive approach towards
the domain.

If NATO is to be able to embrace cooperation and development in cyberspace, clear the
conceptual confusions, and start an open discussion about cyberspace and the use of its
elements during operations, it might be able to reduce what can be perceived as the ultimate
threat to the Alliance — loss of its unity. There are some inherent problems to cyberspace that
will continue to hinder mutual trust among the allies, such as the attribution problem or
inability to define the red line that evocates collective response. However, by dealing with all
the other threats and weaknesses, and by taking up the opportunities, NATO can minimise
the negative effects of those inherent problems.

Cyberspace is a unique domain. Its development is dizzyingly fast-paced, it empowers non-
state actors, it blurs the boundaries between tension and conflict, and most importantly it
underlies every physical domain. Being able to defend itself in cyberspace is increasingly
becoming a vital need for the Alliance. At the same time, cyberspace offers many
opportunities to make the warfare more ethical, more precise and less expensive (from both
financial and political perspectives), and to make NATO stronger as a whole. NATO should
therefore fully embrace development and cooperation in cyberspace, and it should do so
with openness, clarity and emphasis on mutual help. During the process, however, NATO
should not forget about the importance of the comprehension of cyberspace from the non-
technological perspective, as the crucial decisions — both on transnational and national levels
- will ultimately be political.
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