Developments in the Field of Information and Telecommunications

in the Context of International Security

Canada appreciated the opportunity to have paatietpin the Group of Governmental Experts on Dgyekents in
the Field of Information and Telecommunicationshie Context of International Security that resulted report
based on consensus. Canada would also like to atutage its GGE colleagues for having achieved pibattive
outcome, and in particular the Chairperson fordwstanding efforts in reaching consensus on therte We also
want to express our deep and sincere appreciatigwen Buchanan of the United Nations Office fosdmament
Affairs for his support.

The 2013 GGE report recognizes important normsdsponsible state behaviour, in particular theiappility of
international law in cyberspace; the relevanceatessovereignty; the responsibility of statesdddressing
unlawful acts carried out on their territory; ahet the security of information and communicatiethnologies by
states must not obstruct the free flow of informatand ideas online.

Taking into account the assessments and recomniensiabntained in the report of the Group of Gowental
Experts on Developments in the Field of Informatéo Telecommunications in the Context of Inteoval
Security” (A/68/98), Canada would like to sharehatite Secretary-General its views and assessmeitige o
following issues.

1. Information security

The explosive growth, complexity and dynamism diengpace that has enhanced social interaction and
transformed industries and governments, has atsadinced new threats and challenges to our sofgegy
cyber-bullying, cyber-crime, use of the Internattierrorist purposes).

Enabling creative new forms of communication anchgeerce, the Internet has become one of the greatest
engines of economic growth, innovation and sodaiaetopment. Canada has a strong interest in
maintaining an open and free Internet, not onlyittheconomic prosperity, but also to support gkies

and interests, and protect the security of itzeits.

Canada’s freedom and prosperity increasingly dejena robust and innovative Internet, which will
continue to flourish as private sector innovatiod aivil society drive its growth.

National level

Since the Canadian Government release@ytser Security Strategy and Action Plan for Critica
Infrastructuren 2010, it has continued efforts to help securadda's cyber systems and protect Canadians
online. As outlined in théction Plan 2010-2015 for Canada's Cyber Secutitst&gy,the Government is
actively engaged with major critical infrastructsectors (e.g. finance, transportation, energyy,res
improved the collaboration between departmentsagaacies that are actively working to improve cyber
security.

International level

Since 2007, Canada has been supporting the Orgjanisd American States (OAS) in the delivery of
training to enhance the capacities of national @itibs in Latin America and the Caribbean to deter



respond to, and investigate criminal exploitatiéweritical information infrastructures, informati@ystems
and networks. This contribution helps the countimeslved to develop and implement national cyber
security strategies and how to run Computer Secln@tident Response Teams (CSIRTs). From 2007 -
2016, Canada is committing over $3.6 million foiléhmg cyber security capacity in Latin America atine
Caribbean. As a direct result of previous Canatliading, the number of CSIRTs has increased fram 6
17 over the last five years.

In 2012, the OSCE Permanent Council establishadfarmal working group, chaired by the US, to draft
an initial set of Confidence and Security Buildigasures (CSBMs) to reduce the risks of conflict
stemming from the use of information and commuicatechnologies. These CSBMs were agreed to at
the December 2013 OSCE Ministerial Council in KyB8anada, a member-state of the Organization for
Security and Cooperation Europe (OSCE), has agtp@iticipated in drafting an initial set of CSBIs
reduce the risks of conflict stemming from the abaformation and communication technologies in
cyberspace. These Measures include voluntary mesisuch as information-sharing on national
organizations, programmes, and strategies rel@égarytber security; tri-annual meetings of cyberusig
experts; communication amongst national computergency response teams; and common cyber
security terminology.

As a member of the ASEAN Regional Forum (ARF), Ginhas worked with partners there to increase
engagement on cyber security issues, mainly throeigional cyber-related workshops. The most recent
was the ARF Workshop on Cyber Confidence Buildingagures, held in Kuala Lumpur, Malaysia on
March 25-26, 2014, aimed at developing ARF paréinig’ knowledge and understanding of the role and
importance of confidence building and transparenepsures in promoting stability in cyberspace.
Another goal of this workshop was to foster theadepment of a senior-level regional network of ppli
advisers who would resolve issues in relation giaal cyber incidents.

Canada, which shares critical infrastructure wligh t/nited States, partners with the US to protact o
shared infrastructure. The Canada-US CybersecAcitipn Plan, which aims to enhance the resilienty o
our cyber infrastructure, improves engagementaboltation, and information sharing at the operation
and strategic levels, with the private sector, iangublic awareness activities. The Action Plarakekshes
lines of communication and areas for collaboratigk critical to enhancing the cybersecurity
preparedness of both nations.

Canada is also actively participating in internaéibinitiatives to combat cybercrime in a numbefar,
including theG7, theUNODC and theDAS. On the growing concern around the online expiioitaof
children, in 2013 Canada became a member of theaBlliance against child sexual abuse online.
Canada also participated in the last UN Group ofgbomental Experts on Developments (UN-GGE) in
the Field of Information and Telecommunicationshia Context of International Security (2012-13).

For the past 25 years, Canada has supported thef LGEs as a tool for development such as helping
community organizations deliver essential serviesh as emergency assistance to affected popudation
basic education and health care to communitiesritote regions; giving producers and small
entrepreneurs access to market information, joloppities, business and technical skills and bagki
services; driving innovation, productivity and eféncy gains across industries, contributing toralve
economic growth and competitiveness; connectingleeio their governments, strengthening
accountability and service delivery and supportegrocracy and human rights; and linking development
agencies, field workers, local organizations anthmmainities on a global basis, enabling them to share
knowledge and to find common solutions to soménefworld's most pressing challenges.



The most recent projects include a strategic fraomkvior the development and use of geomatics in
Senegal; an on-line ‘one-stop service' in many t@msmall around the world giving women accesio t
latest and most-up-to-date information, technieaburces, and best practices, on business andremono
opportunities.

For the past 15 years, Canada’s International @vetnt Research Centre has also helped to advasce t
social and economic prospects within developinghtes, and contributed greatly to building thédief
applied ICT research. Its most recent researclept®jnclude how digital technologies are enhancing
potentially curtailing citizen, creator, and congrroapabilities and freedoms in the global South.

International concepts

Existing international law is applicable to the a$énformation and Communication Technologies (8T
by States, and is essential to maintaining peadestability, and promoting an open, secure, peheeid
accessible ICT environment. Among existing intéoral law relevant to cyberspace are the Chaifter o
the United Nations, International Human Rights Lawgl International Humanitarian Law. In the latest
report of the UN-GGE, Canada was pleased to sémaaaffirmation by States of the applicability of
international law in cyberspace as the cornerstoneorms and principles for responsible State liehat.

Canada also believes that addressing the sectili§Te must go hand-in-hand with respect for human
rights and fundamental freedoms, including thetrtghhold opinions without interference, as weltlas
rights to freedom of expression, association asdmably, and respect for privacy. The same rigds t
people have offline must also be protected onlmauding freedom of expression, which is applieabl
regardless of frontiers and through any media efohoice in accordance with articles 19 of the
Universal Declaration of Human Rights and the Im¢ional Covenant on Civil and Political Rights.

Possible measures to strengthen information sgaylobally

Canada is working closely with international partnéncluding major multilateral organizations and
private sector associations, to strengthen thernmition security of the networks upon which Canada’
economic prosperity and security rely. Canadase ehhancing collaboration and sharing informatiith
its key partners and within multilateral organinag on cyber security.

Canada has developed figber Incident Management Framewdokprovide a consolidated national
approach to the management and coordination ohpat®r occurring cyber threats or incidents. The
Framework, which sets out the roles and respoitgsilof all levels of government, critical infrastture
owners and operators, and other public and prsetéor partners, is intended to enable each om#ons
to fully and effectively participate in a coordiedtnational cyber incident response.

There is widespread interest by other countriemnttance cybersecurity and prevent cybercrime. €ge k
international instrument that deals specificallyhndybercrime is the Council of Euro@@nvention on
Cybercrime that Canada signed in 2001. Also known asBildapest Convention, this document serves as
a guideline for developing comprehensive natioagidlation against cybercrime and as a framewark fo
international cooperation between States.



