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ABOUT COMMONWEALTH TELECOMMUNICATIONS ORGANISATION (CTO)

The Commonwealth Telecommunications Organisation is the Commonwealth agency mandated
in the field of Information and Communications Technology and works towards helping its
members leverage ICTs for socio-economic development. Its two-tier membership facilitates
consultations between Commonwealth countries, non-Commonwealth countries, industry and
civil society to arrive at harmonised approaches on ICT related issues with Global implications.
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1 INTRODUCTION

Cyberspace, which encompasses the internet and all forms of Information and
Communication Technologies (ICTs), presents enormous opportunities for socio-
economic development across the world. It is therefore imperative to assure the safety,
security and resilience of the infrastructure, of the information content that runs
through it and of the users. However, the complexity of this vast and sometimes
difficult to define network, along with the people involved, requires a cohesive approach
involving a broad range of stakeholders that extend well beyond individual
governments.

National Cybersecurity strategies provide the framework to support such an all-
encompassing approach to protect the Cyberspace infrastructure, its content and users.
It states national priorities and goals, assigns roles and responsibilities and resources.

Indeed, an effective Cybersecurity strategy is critical for each country to engage fully in
the increasingly Cyber-dependant trade and commerce. It enables individuals,
companies and nations to realise the full potentials of the Cyberspace, without fear or
reservation. It engages all parties in addressing the challenges and opportunities.

Based on its mandate, the CTO developed this proposed approach in 2014 to serve as a
guide for countries to develop their individual National Cybersecurity Strategies. The
guide provides practical advice and proposes actions that can be adapted by countries
to suit their individual circumstances. This revised version was issued in 2015.

2 THE COMMONWEALTH CYBERGOVERNANCE MODEL

The world is witnessing the emergence of contrasting views and approaches
on how to govern the Cyberspace. Mindful of the unique nature of
Cyberspace and of the importance of maintaining it as a place that fosters
interactions, innovation and entrepreneurship, the CTO embarked on a
project to develop the Commonwealth Cybergovernance Model that draws on
the shared values and principles of the Commonwealth as encompassed in
the Commonwealth Charter. (http://thecommonwealth.org/our-charter).

This initiative was launched at the 53™ Council meeting of the CTO in Abuja, Nigeria
which was followed by a range of consultations with stakeholders. The Commonwealth
Cybergovernance Model was adopted by the Commonwealth ICT Ministers at the
meeting held in London in March 2014.

The Model is a unique Commonwealth approach based on four key principles, each
steeped in the Commonwealth values, set out in table 1.
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Table 1: Commonwealth Cybergovernance Principles

Principle 1: “We contribute to a safe and an effective global Cyberspace”

as a partnership between public and private sectors, civil society and users, a collective
creation;

with multi-stakeholder, transparent and collaborative governance promoting continuous
development of Cyberspace;

where investment in the Cyberspace is encouraged and rewarded;

by providing sufficient neutrality of the network as a provider of information services;

by offering stability in the provision of reliable and resilient information services;

by having standardisation to achieve global interoperability;

by enabling all to participate with equal opportunity of universal access;

as an open, distributed, interconnected internet;

providing an environment that is safe for its users, particularly the young and vulnerable;

made available to users at an affordable price.

Principle 2: “Our actions in Cyberspace support broader economic and social development”

by enabling innovation and sustainable development, creating greater coherence and synergy,
through collaboration and the widespread dissemination of knowledge;

respecting cultural and linguistic diversity without the imposition of beliefs;

promoting cross-border delivery of services and free flow of labour in a multi-lateral trading
system;

allowing free association and interaction between individuals across borders;

supporting and enhancing digital literacy;

providing everyone with information that promotes and protects their rights and is relevant to
their interests, for example to support transparent and accountable government;

enabling and promoting multi-stakeholder partnerships;

facilitating pan-Commonwealth consultations and international linkages in a globally connected
space that also serves local interests.

Principle 3: “We act individually and collectively to tackle cybercrime”

nations, organisations and society work together to foster respect for the law;

to develop relevant and proportionate laws to tackle Cybercrime effectively;

to protect our critical national and shared infrastructures;

meeting internationally-recognised standards and good practice to deliver security;

with effective government structures working collaboratively within and between states;

with governments, relevant international organisations and the private sector working closely
to prevent and respond to incidents.

Principle 4: “We each exercise our rights and meet our responsibilities in Cyberspace”

we defend in Cyberspace the values of human rights, freedom of expression and privacy as
stated in our Charter of the Commonwealth;

individuals, organisations and nations are empowered through their access to knowledge;

users benefit from the fruits of their labours; intellectual property is protected accordingly;
users can benefit from the commercial value of their own information; accordingly,
responsibility and liability for information lies with those who create it;

responsible behaviour demands users all meet minimum Cyberhygiene requirements.
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3 CREATING AND USING A NATIONAL CYBERSECURITY STRATEGY
This chapter offers guidance to countries in the development, deployment and revision
of their national Cybersecurity Strategies, emphasising the need for each country to
take into account its culture, its national priorities, the risks it faces and the impact of
its strategy both regionally and globally. The approach described in this guide embraces
the Principles of Commonwealth Cybergovernance and draws on published
Cybersecurity strategies and good practice from a range of countries. The next chapter
outlines the key areas a National Cybersecurity Strategy should address.

3.1 Development of the Strategy

The success of any national strategy depends on the practical circumstances within the
government and the country. It is important that the project to develop a national
Cybersecurity strategy attracts the strong and visible support of the highest levels of
Government. However, due to the nature of Cybersecurity, it is also imperative that the
National Cybersecurity strategy is developed in a multi-stakeholder partnership that
brings together the public sector, private sector, academia and the civil society while
also drawing on the knowledge, expertise and competencies of the international
community. This requires a delicate balance of strong leadership coupled with an
inclusive approach.

The exercise of developing the strategy will also benefit those participating stakeholders
by improving their awareness and mutual understanding of the disparate opportunities,
risks, needs and capabilities of the different stakeholders. Reflecting the global and
connected nature of Cyberspace, these stakeholders may be national and international
bodies, both regional and global, both public and private sector plus civil society.

The strategy should reflect the cultural values of the country and be based on principles
against which choices can be judged. The Commonwealth Cybergovernance Model has
been accepted by Commonwealth Ministers as a foundation upon which to build the
Commonwealth’s strategic approach to Cyberspace.

3.1.1 An approach to design of the strategy: risk-based and outcome-focused

The following guidance might be considered during the strategy’s design. These points
are based on guidance published by Microsoft, considered by CTO to reflect best
practice and listed alongside other sources in appendix 1:

e Risk-based. Assess risk by identifying threats, vulnerabilities, and consequences,
then manage the risk through mitigations, controls, costs, and similar measures.

e Outcome-focused. Focus on the desired end state rather than prescribing the means
to achieve it, and measure progress towards that end state.

e Prioritised. Adopt a graduated approach and focus on what is critical, recognising
that the impact of disruption or failure is not uniform among assets or sectors.

e Practicable. Optimise for adoption by the largest possible group of critical assets and
realistic implementation across the broadest range of critical sectors.
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e Globally relevant. Integrate international standards to the maximum extent possible,
keeping the goal of harmonization in mind wherever possible.

Developing Microsoft’s second and third points: the strategy should identify or propose
national level goals that describe outcomes associated with cyberspace, for example “Be
a trusted location to do business online”. This establishes a link between the
Cybersecurity strategy and the wider public agenda. The current state of Cybersecurity
will present risks (and sometimes opportunities) to those national level outcomes. For
example, cybercrime, if unchecked, will harm trust in online commerce. Having made a
case to consider measures to reduce such risks (or exploit any opportunities), the
strategy can describe a set of corresponding objectives, which can be seen to support
the national level goals. For example, those objectives could include “develop modern
laws, liaise with other countries and train law enforcement officials”.

Figure 1 illustrates the cycle of assessing risk, setting priorities, monitoring
implementation and reassessing risks, within well-defined governance and
management. This all sits within a broader national and international multi-stakeholder
context.

Strategic
National Goals Principles

Global and Commonwealth

national context

\Z
Cytl::]ers ptace \ Cybersecurity
reats .
\ Assess risks to Maturity
national goals assessment
Important /

Set a vision,
priorities,

assets and
services

Monitor objectives

and KPIs

implementation
using KPls

- —

Strategy governance and management

The strategy’s many stakeholders

Figure 1 - illustrating a risk-based approach to delivering a national Cybersecurity strategy
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The Cybersecurity Strategy’s objectives should be derived from a risk-based assessment
that considers the assets and services that are important to the country in the delivery
of its national strategic goals, set against the prevailing Cyberspace threats and the
practical mitigations that the strategy can put in place. The international standard, ISO-
31000, describes risk management in considerable detail. For those who are not risk
management professionals, there is a short guide that is aligned with ISO-31000,
written by the Institute of Risk Management. Both are listed in appendix 2.

Elaborating on Microsoft’s final point, there is a range of technology-neutral
Cybersecurity standards and good-practice, starting with the internationally-recognised
ISO-27000 series, augmented by more detailed controls, such as the Information
Security Forum’s Standard of Good Practice, listed in appendix 3. Countries should avoid
creating their own Cybersecurity standards where possible because this will increase
costs and risks for delivery of ICT systems and services from the global supply chain.

3.1.2 The use of a maturity model

A maturity model can indicate where a country lacks intrinsic capacity in aspects of
Cybersecurity. Those capacities may be needed to reduce risks to national goals or to
create opportunities for the country. For example, a maturity model might offer a
measure of a country’s Cybersecurity legal frameworks. Weaknesses in that framework
for example may mean that the country must invest there first in order to make any
progress. This maturity assessment information can be used in conjunction with the
assessment of risks to national outcomes to make the complex determination about
where investments are best placed, in line with the country’s other priorities, for
maximum practical effect. This is not a simple, deterministic process but a subjective
activity requiring considerable multi-stakeholder consultation.

It is unlikely that a country will want to devote the necessary resources towards
achieving the highest levels of maturity in all aspects of Cybersecurity, as soon as
possible. Every country will have to consider the stages of maturity that can be attained
and must prioritise this against competing demands for resources to meet other
national strategic goals, as described in the previous section. An example model for the
maturity of Cybersecurity of countries is listed in appendix 1.

3.1.3 Key performance indicators

To ensure the objectives of the national Cybersecurity strategy are being achieved,
appropriate mechanisms should be put in place to monitor and validate its
implementation. Effective monitoring and evaluation relies on the careful choice of key
performance indicators (KPI) that ideally complement the key risks to national level
outcomes identified earlier. In this way, the measure of performance is tied to the
desired outcome, not to the consumption of resource. For example, one could measure
the time taken to put laws on the statute book or the nhumber of trained policemen but
a better KPI would be to test the level of trust in online business, acknowledging that
this is much harder to do. The use of a maturity model may support the generation of
KPIs.
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3.1.4 Resources and market forces

Some actions called for by the strategy will be delivered under the direct control of
government agencies but those agencies are quite likely to lack the necessary skills and
resources. Therefore, a key part of the strategy’s design should consider, where
necessary, including the allocation and development of those resources in order to
respond to the strategy. Some actions will fall on the private sector and it is important
that expectations are realistic and sympathetic to their commercial environment, to
avoid perverse outcomes that may result when market forces respond to government
intervention. A collaborative multi-stakeholder approach is vital to avoid such damaging
outcomes.

3.1.5 Communicating its concepts and ideas

The choice of vocabulary used in Cybersecurity can represent a challenge because in
English some words related to Cybersecurity can convey quite different meanings to
different audiences across different sectors. Further, nuances are often lost in
translation between languages. It is important that the specialist Cybersecurity words
used in the national strategy are defined, in consultation with the key stakeholders, and
recorded in a glossary. An example glossary accompanies this guide as appendix 4.

In preparation for launching a national Cybersecurity strategy and throughout its
delivery, it may be beneficial to inform and educate media, politicians and other
influential individuals, to harness their ability to influence the wider audience whose
support will contribute to the strategy’s success.

3.2 Delivering the Strategy

Once adopted and published, a national Cybersecurity strategy sets the direction for all
participating stakeholders to follow in order to deliver its objectives and provides a vital
communication of intention to the wider audience. Continuing professional
communication to the public on progress is important to maintain that engagement and
avoid a loss of confidence in the strategy’s delivery.

A predominant and continuing risk to delivery of the national Cybersecurity strategy will
be the fragmentation of stakeholders when they discover the details of its delivery to be
in direct conflict with their other priorities. This fragmentation may occur between
departments within the same government, between private sector interests, or any
other combination. The strategy cannot be written to mitigate this risk entirely and a
governance mechanism must provide the means to resolve these tensions. It is quite
likely to require the appointment of a lead organisation or

institution, ideally supported by respected and independent | Trinidad and Tobago

experts, to drive the delivery of the objectives set out in the | established the
strategy. Trinidad and Tobago
Cyber Security Agency

The authority, design and operation of this multi- | ' '

stakeholder governance mechanism is a key factor in the
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success of the strategy and should take into account the particular needs and
circumstances of each country, guided by the principles of the Cybergovernance Model
and the values of the Commonwealth. The design of sub-committees and stakeholder
engagement activities should be chosen carefully to reflect the goals and objectives (to
be covered below) and how they fall across existing activities, relationships and
structures in the country.

3.3 Reviewing the Strategy

Monitoring the implementation of the strategy helps identify gaps that may exist within
the strategy for future review. The outcomes of the monitoring and evaluation should
feed back into the strategy so that it is continuously improved. Given the rate of change
of the underlying technology upon which Cyberspace operates, the strategy is likely to
require reviewing and refreshing every 3 or 4 years. It may be most effective to align
this to national budgetary and planning cycles. Within that cycle, some aspects of the
strategy’s delivery may require more frequent monitoring and revision, even quarterly.
This will reflect the urgency of some tasks, the rapid rate of development of the threat
and the developing skills and knowledge of the participants.

4 KEY ELEMENTS OF A CYBERSECURITY STRATEGY

This chapter of the guide offers a recommended structure for a National Cybersecurity
Strategy and each of the following sub-chapters offers a short commentary on the
purpose of the strategy’s sections. Examples are provided to illustrate how some
countries have approached particular aspects in their own national strategies, tailored
to their needs. Appendix 5 provides a more detailed guide on the contents of each
section including further examples from published strategies and other good practice.

4.1 Introduction and background section

Providing a broad context for a reader that is not immersed in the subject, this section
explains the importance of Cybersecurity to national social and economic development,
summarising background information on the use of Cyberspace, the risks and
opportunities facing the country. This section should include an explicit assessment of
the current state of Cybersecurity in the country, outlining the challenges being faced in
securing Cyberspace, providing the justification for developing the Cybersecurity
strategy. The use of a maturity model may help provide this assessment, offering a
benchmark against other countries with similar circumstances.

This section should also explain how the Cybersecurity strategy aligns to the country’s
development goals and plans; and how it relates to any other relevant national
strategies and initiatives such as for broader national security, telecommunications,
education, energy, trade and industry, tourism, law enforcement and defence.
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4.2 Guiding principles section

This section should reflect the culture of the country expressed as some national
principles, as appropriate, and the Commonwealth Cybergovernance principles as the
guidance in the development of national strategic goals.

In particular, the strategy should reflect the conscious and continuous balance of the
achievement of security goals while respecting privacy and the protection of civil
liberties. This section should explain how this active balance will be maintained.

4.3 Vision and strategic goals section

Framed by the principles set out above, the national Cybersecurity strategy should set a
clear direction to establish and improve Cybersecurity for government, academia,
consumers and service-providers who serve those communities. This may be expressed
as a set of national strategic goals that place demands on the Cybersecurity strategy.
As shown in figure 1 above, these goals are generally created outside the Cybersecurity
strategy from the wider national agenda. Examples, from a range of sources in
appendix 1, include:

e Promote economic development. Providing a safe environment for users of
Cyberspace engenders a level of trust among international business community to
develop, with confidence, trade relations with such countries. Those trade relations
also enable the country to participate in the global economy. In the long run, this
contributes towards the economic development of the country;

e Provide national leadership. This demonstrates a strong commitment of government
to work with and bring cohesion to the necessary stakeholders in addressing
Cybersecurity;

e Tackle Cybercrime. For many countries, this is a priority, to reduce the corrosive and
pernicious effects of on-line crime;

e Strengthen the critical infrastructure. Identifying the scale, scope and approach to
securing the country’s critical national infrastructure;

e Raise and maintain awareness. One major challenge facing national economies in
addressing the subject of Cybersecurity is the low knowledge levels of users in
Cyberspace. With improved awareness,

Cyberhygiene improves;

e Achieve shared responsibility. Citizens and | Austria has declared a goal of using
businesses have a responsibility, with their | “self-regulation” to encourage the
service providers, for their own security. | Private sector fo set its own detailed

standards on Cybersecurity whilst the
The owners of ICT networks bear the | gite creates the necessary overarching
responsibility, with their suppliers, of putting | regulatory framework.
the necessary measures in place to secure
their own systems;

e Defend the value of Human Rights. It is important to achieve the right balance
between national security objectives and citizens’ right to freedom of expression, to
privacy and access to information. Governments need to be alert not to introduce
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disproportionate censorship when addressing concerns about the inappropriate
use of the Cyberspace including social media;

e Develop national and international partnerships. A key component in delivering
security in Cyberspace is the collaboration within and beyond national boundaries.
This covers national and international initiatives;

For many national strategies, these goals are | Canada has the following strategic
combined to form the pillars on which the | Cybersecurity goals:
strategy is built. They are chosen carefully to | ® S€cure government systems;
ff imple-to-arasp expression of what the . Partr_1er to secure vital cyber systems
ofrer a simp g _p P k outside the federal government; and
strategy seeks to achieve. These strategic goals | « Help Canadians to be secure online.
can be a powerful aid in communicating the
strategy to a wider audience.

. ) “Our vision is for the UK in 2015 to derive huge
Some countries may want to define @ | economic and social value from a vibrant,
vision or mission statement. This is a | resilient and secure cyberspace, where our
matter of choice and can also be a | actions, guided by our core values of liberty,
powerful aid in communicating the fairness, transpal_'ency a_nd the rul_e of law,
trate bv describing the end-state of enhance prosperity, national security and a
S g_y_ _y g - strong society.” UK Cybersecurity Strategy
the activities called for by the strategy in

a more discursive form.

4.4 Objectives and priorities section - using a risk-based approach

In order for the Cybersecurity strategy to deliver those high-level goals, more detailed
and clearly articulated, practical and tangible objectives should be expressed in this
section of the strategy. The relative priority of the objectives should be explained, as
justified by the analysis of risk to strategic national outcomes. This section should also
describe briefly its risk management method including how the country sets about
understanding threats and vulnerabilities. The strategy may separate risks into
categories, indicating that some can be managed or mitigated while others must be
accepted because there is no practical treatment. In the latter case, the country’s
resources may be better spent in preparing to remediate in the event of an incident.

Examples of objectives found in published Cybersecurity strategies, listed in appendix 1,

include:

e providing a national governance framework for securing Cyberspace

e enhancing the country’s preparedness to respond to the challenges of Cyberspace

e strengthening Cyberspace and national critical infrastructure to support economic
development

e securing national ICT systems to attract international businesses
building a secure, resilient and reliable Cyberspace

e building relevant national and international partnerships and putting effective
political-strategic measures in place to promote Cyber safety

e developing a culture of Cybersecurity awareness among citizens
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promoting a culture of “self protection” among businesses and citizens

creating a secure Cyber environment for the protection of businesses and individuals
building skills and capabilities needed to address Cybercrime

becoming a world leader in Cybercrime-preparedness and Cybercrime-defence

Objectives of this kind should be developed further in order to make them SMART".

4.5 Stakeholder section
The delivery of these objectives will involve a wide
range of stakeholders, who should be identified in this
section of the national Cybersecurity strategy. The | "The Government of the
majority of the technical infrastructure that comprises | Republic of Trinidad and Tobago
Cyberspace is designed, built, owned and operated by | (GORTT) wil partner with the

. ! ! . ; private sector and civil society in
the private sector. These companies are often multi- | the implementation of its cyber
national with complex international supply chains. The | security strategy”
threats posed by Cybersecurity transcend national
borders and call for strong coordination mechanisms
nationally, regionally and internationally and across sectors. In constructing the list of
stakeholders, a wide range of constituencies should be considered, including policy
makers, officials from across most government departments, specific agencies, private
sector representatives from many industries, civil society, academics, international
bodies and possibly other countries.

Stakeholders will most likely have to collaborate with a range of other stakeholders in
order to achieve their objectives. For example, law enforcement may work with internet
service providers in order to secure evidence of criminal activity; defence may work
with owners and operators of critical national infrastructure on which military activities
depend, in order to understand the potential impact of a Cybersecurity incident.

The action of making a maturity assessment can help identify issues that could
otherwise be overlooked and help produce or refine a list of stakeholders. Appendix 5
offers a list of potential stakeholders to consider.

4.6 Governance and management structure

Implementation requires a governance and management structure that brings together
all stakeholders and harnesses each stakeholder’s strengths and competencies. This will
most likely require a central body with the mandate to coordinate the activities to
deliver the national strategy, under internal and external scrutiny to provide
transparency of performance. In some circumstances, direct control of delivery activities
through budgetary authority will be necessary.

! Often defined as Specific, Measureable, Achievable, Relevant and Time-bounded though other
definitions exist. See http://en.wikipedia.org/wiki/SMART criteria
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Effective delivery will also most likely depend on innovative collaboration between
stakeholders, without the need for explicit detailed direction from centre and direct
involvement of the management structure. Collaboration should take place
spontaneously, as needed, at all levels of implementation such as capacity building,
R&D, awareness creation and in particular for operational incident response. The
starting point will be information-sharing. Collaboration will develop naturally once the
mutual benefit is identified, given positive encouragement from the national
Cybersecurity strategy and recognition from those in authority.

Nevertheless lines of authority and reporting should be clear and unambiguous. To
achieve both outcomes, it may be helpful to construct a table of stakeholders that
records the individuals who are responsible, accountable, consulted and informed about
the major topics of the strategy’. It may require some debate to determine this
structure. Once finalised, it should be recorded in the strategy document. Appendix 6
offers an example of a RACI table.

4.7 Strategy implementation section

Having set out the high-level objectives and identified the stakeholders, this section
should describe how the work is divided into manageable components. The following
headings are illustrative and the structure of each country’s strategy must reflect the
country’s needs, existing structures and immediate risk-based priorities for action.

4.7.1 Legal and regulatory framework

The legal and regulatory framework is a foundation to any national Cybersecurity

capability, particularly for law enforcement activities, and must remain under continuous

review in order to be effective and to reflect the contemporary risks and opportunities

arising from the rapid evolution of Cyberspace. In this section, the national

Cybersecurity strategy should describe how government will set about achieving this in

broad terms, without describing the legislative programme itself, and set targets to:

e Review existing frameworks and develop new ones to remain up-to-date with
current technological developments;

e Harmonise existing national laws with Cybersecurity needs;

e Develop and maintain appropriate enforcement mechanisms including cross-border
co-operation and mutual assistance;

e While maintaining and protecting privacy and civil liberties of individual.

4.7.2 Capacity Building

Cybersecurity being a new and fast evolving field, national Cybersecurity strategies
should address the acquisition of required skills and competencies. It is quite likely that
there will be skills shortages in many areas including across all the stakeholders needed
even just to develop the national strategy. In view of the range of stakeholders and

2 Responsible, Accountable, Consulted and Informed: the so-called RACI table. For more on this
approach, see http://en.wikipedia.org/wiki/Responsibility assignment matrix
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institutions involved, a training needs assessment is recommended, including those that
are initially ancillary to the Cyber agenda, in order to develop adequate, comprehensive
capacity building programmes. Given the fast pace and unpredictable nature of
developments in Cyberspace, training needs will require continuing reassessment.
Appendix 5 offers some possible approaches.

4.7.3 Awareness

In view of the impact on general public, raising awareness across all sectors and levels
of society is a critical component of any Cybersecurity strategy. The awareness
campaign should be designed to sit alongside the capacity building activity, providing a
simpler message to a much wider audience. The Commonwealth Cybergovernance
Model principles emphasise that users have rights and responsibilities, including
operating in Cyberspace with an acceptable level of Cyber hygiene. This includes taking
proportionate responsibility for their ICT systems and for their behaviour on-line.
Appendix 5 describes some of the measures adopted by countries to increase
Cybersecurity awareness of citizens.

4.7.4 Local technical capability

A country needs its own technical experts in Cybersecurity in order to advise the
government in performing its own work and when placing contracts with other
organisations. Research and Development, for example in universities, plays a critical
role in developing capacity for Cybersecurity and has been identified as one of the key
pillars of a number of Cybersecurity strategies. Cyberspace is developing rapidly and
new tools to secure it need to be developed at a correspondingly rapid pace, creating
an acute need for R&D in Cybersecurity. Ways of encouraging R&D in Cybersecurity are
set out in appendix 5.

4.7.5 Incident response

It is no longer possible to construct the necessary defensive mechanisms to guarantee
that there will never be an incident to jeopardise the safety, security and resilience of
the country’s use of Cyberspace — that is not a viable strategy — therefore, national
Cybersecurity strategies must plan for incidents. Those incidents will often require a
range of stakeholders to pool their knowledge and skills in order to bring swift remedy
yet many of those stakeholders will be commercial rivals in the private sector. Sensitive
commercial and personal data may need to be shared in a trusted, proportionate and
legally-permitted fashion, encouraged and obliged by national policy, while protecting
the interests of the data owners. This may require some government encouragement
and endorsement, even light-touch facilitation. Once established, it should operate
spontaneously and at the operational pace required to deal with the incident.

Governments are uniquely placed in terms of national visibility, national responsibility
and commercial impartiality to bring representatives from across the public sector,
private sector, civil society and academia together in order to share vital, timely
information about incidents. Governments are also uniquely placed to establish
operational links with neighbouring governments, to share information of common and
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mutual interest in a similar manner. Such relationships often develop based on personal
trust between individuals, operating with the consent of their parent organisations,
within a legal framework.

This can be difficult to achieve without the incentive of an impending crisis. However, it
will be too late to start establishing those relationships during a crisis. One approach is
to create a network of CERTs (Computer Emergency Response Teams, also referred to
as Computer Incident Response Teams) who routinely share information, suitably
anonymised where necessary. The FIRST network and the OAS G-8 24/7 Network may
offer advice and support in incident response (see appendix 1). The network of CERTs
then forms the foundation for a crisis response capability that can then be linked to the
country’s established crisis management mechanisms, which will already have the vital
connections to ministers in order to secure the necessary authority to act in an
emergency.

The national Cybersecurity strategy will need to describe how these mechanisms will be
established and how they will be exercised to test their continuing effectiveness.
Appendix 5 offers an example approach.

4.8 Monitoring and evaluation

This section should set out the Key Performance Indicators by which progress will be
measured and the method by which the data will be collected. It will want to identify
the nature of reporting required from participating stakeholders and the responsibility
for collating the data to achieve transparency in reporting progress against the
strategy’s objectives. This is a very difficult topic in any delivery activity because the
simplest measurements are often about delivery activity but the act of measuring
inevitably alters the deliverer’s perspective on priorities, sometimes with unintended
and perverse consequences. A better, alternative approach is to measure the outcome
or end state by posing questions to those stakeholders who are intended to benefit,
while accepting that such metrics will be much more subjective.

5. Conclusion and next steps

The CTO believes that every country should have a national Cybersecurity strategy.
Modern countries are increasingly dependent on this man-made information space of
Cyberspace for many aspects of everyday life. It has become a vital part of our social,
economic and governmental activities. This guide offers a starting point to develop a
national Cybersecurity Strategy.

We recommend a risk-based approach, framed by principles that reflect the country’s
culture and the Commonwealth Cybergovernance Principles. Design and delivery of the
strategy should include a wide range of stakeholders from across the public and private
sectors, across academia and drawn from civil society.
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Cyberspace is a global phenomenon and every country’s strategy should reflect the
complex international supply chain that supports technology of all kinds and of
Cyberspace in particular. Further, the strategy should consider its impact beyond its
country’s borders, regionally and globally.

For many, this work is urgent. Some countries have published their strategies on-line
and there are other sources of guidance and support available on-line offering a further
helpful resource for an author. The Commonwealth itself is a platform to share
expertise, resources and experiences and the CTO’s Cybersecurity mini site offers
further resources (see appendix 1).
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